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ABSTRACT
The project implementation of a CubeSat System may have many risks which negatively impact aspects
such as technical performance, system safety, cost, and schedule. To increase mission success, we may
apply a risk management process. The Scintillation Prediction Observation Research Task (SPORT)
CubeSat Project is a scientific mission to address the space weather problem of understanding the
preconditions leading to equatorial plasma bubbles. SPORT is an international partnership between
institutions from the United States of America and Brazil. The present research focuses on risk
management activities from the point of view of the ITA Space Center in Brazil. There is some research
regarding risks in Small Satellite and CubeSat projects. However, risks related to relationships among
stakeholders, as well as organizational and external risks are not considered. A risk management process
compatible with NASA’s handbook and procedures is presented. The results of the application of this risk
management process during the final design and assembly, integration, and testing phases are assessed
and results are presented and discussed. International partnerships increase the complexity of a project
and have associated risks. Besides that, there are risks related to the acquisition of small satellite
subsystems and components. For instance, the relationship with suppliers from the point of view of an
organization in a developing country may present risks related to lead time, quality assurance, export, and
import processes, as well as currency exchange rate variations. Another important aspect to consider is
the importance of organizational factors and external risks and events which may impact the project. An
example of an external risk event that severely impacted the project is the international pandemic. A risk
management approach may facilitate communication and decision-making among international partners.

TABLE 1 – Examples of Lessons Learned for Risk Knowledge Base
LL id.

Lesson Learned Description

Project

Risk Id.

Short Title

Risk Statement

Category
(Consequence)

Category (Cause)

LL-001

Products and Services acquired from suppliers may have several
SPORT
risks, such as: price variation; product unavailability; long lead time;
delays on delivery; defects or non-conformity. To reduce that kind of
risk it is important to have a proper supply management process. It
is also important to have a proper quality assurance process, to
identify any defects or non-conformity as soon as possible.
SPORT

RT-006

Defect in the
Electrical Power
Subsystem (EPS)

Given that there is a defect in the electrical power subsystem (EPS),
there is a possibility that the spacecraft will be unable to store energy
and distribute it to the system's elements, with the result that the
spacecraft performance is reduced or that the mission is completely
lost.

Technical
Performance

Stakeholder:
Supplier

RT-007

Failure in the surface
treatment of
mechanical
component

Given that there is a failure in the surface treatment of the mechanical Technical
component, there is a possibility that the coating will peel off, with the Performance
result that the system performance is reduced or that there is damage
to other components.

Stakeholder:
Supplier

External risks may impact the project and the entire organization.
SPORT
Those include: economic, social, political, health, environment,
natural hazards. An example of external risk with a significant
impact on the project is the global pandemic during 2020 and 2021.
Although it is not possible to predict and mitigate this kind of risk, it
SPORT
is important to monitor the possibility of occurrence and have
contingency plans in the case of occurrence.

RP-003

Restricted access to
facilities, such as
laboratories, due to
the pandemic

Given the restricted access, during the pandemic, to facilities (such as
laboratory for assembly, integration, and testing), there is a possibility
that activities will have to be delayed, with the result the project
milestones slips.

Programmatic
(Schedule)

Organizational:
External

RP-004

Delays in the solar
panel acquisition
and delivery due to
the pandemic

Given the supply chain and logistics impacts of the pandemic, there is Programmatic
a possibility that delays to the solar panels delivery will occur, with the (Schedule)
result that project activities and milestones slips.

Organizational:
External

LL-004

RESULTS
FIGURE 2 – Risk Management Process

RESEARCH BACKGROUND
ITA is responsible, with support from INPE, for the spacecraft bus development, integration of the
payloads (scientific instruments), and the full observatory integration and testing.
As part of the project management and systems engineering activities, a risk management process was
implemented. This process was tailored from the NASA Risk Management Handbook.

TABLE 2 – Stakeholder subcategories
Plan Risk Management

Identify Risk and
Categorize

FIGURE 1 – Risk Categories for Cause and Consequence

Stakeholder

SPORT Spacecraft Bus

The risk management process map is shown in Figure 2.

Organization

ITA Space Center

Sponsor

AEB, FAPESP

From the risk items identified as part of the risk management process, it was possible to extract lessons
learned for a risk knowledge base. Table 1 shows examples of lessons learned.

Partnership

USA: NASA, USU, UTD, Aerospace
Corp., UAH
Brazil: INPE

Analyze and Assess Risk

Cause

Risk Category
(Causes)

Event

Consequence

Risk Category
(Consequences)
System Safety

Suggest Risk Response
Alternatives

Decide Risk Response

Monitor, Communicate,
and Document Risk
N
Close?

Organization

Programmatic (Schedule)

Y
Risk Closure and Lessons
Learned Register

SPORT Project Partnership:

Operator

INPE

End-User

Space Weather scientific
Community

A Stakeholder List to support the risk management process is presented in Table 2.
A list of organizational risk subcategories is presented in Table 3.

CONCLUSION
It was possible to extract lessons learned for a risk knowledge base. This knowledge can be useful as a
communication and knowledge sharing tool among practitioners at ITA Space Center and for future projects.

This work presents a risk management process compatible with NASA’s practices. Besides that, the
categories were defined for risk causes and risk consequences. Specifically the risk causes subcategories for
stakeholder and organizational risk was presented.
Future work includes detailing the risk categories, applying the risk management process to other projects,
and assessing the application of other techniques and tools to support risk management.
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TABLE 3 – Organizational Risk subcategories

Project / System

Technical Performance

Supplier

Risk
Knowledge
Base

Implement Risk
Response

Risk categories for causes include: Project/System, Stakeholder, Organization. Risk categories for
consequences include: System Safety, Technical Performance, Programmatic (Cost), Programmatic
(Schedule). The risk categories are shown in Figure 1.
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Strategy
Reputation
External
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